
ARTICLE XVIII   ELECTRONIC COMMUNICATIONS POLICY 

 

A. General.  While the Town of Hudson intends to promote maximum creativity and flexibility for 

legitimate business use of all Computers owned by the Town of Hudson and the Phone System, the 

Town must also be concerned with maintaining network security and limiting its exposure to damage 

from external sources. Uses which have no legitimate business purpose must be limited. Illegal or 

Unethical use is prohibited.  

 

1. E-Mail Activities 

 Computer users should understand that e-mail and Internet activities on our network are not 

private.  

 All messages on the e-mail system are considered the property of the Town. 

 We reserve the right to monitor e-mail, including those on personal e-mail accounts and Internet 

use on workplace computers and disclose them to others. 

 

       2. Permitted Personal Use 

 Although the Computer network and Phone system is intended for business use, incidental 

personal use of e-mail, Internet and Phone System while at work is permissible under the 

following guidelines.  

1. It does not involve more than a trivial amount of time and system resources. 

2. It does not interfere with an employees’ job performance or the productivity of other 

employees. 

3. It does not interfere with or interrupt the services provided to the Town or its Citizens. 

4. It does not involve personal business activities. 

5. It does not involve amusement, entertainment or political activities. 

 

      3.  Forbidden Use 

 Uses or practices that are strictly forbidden include;  

1. Using the Internet, e-mail or phone system for any illegal or unethical purposes, or in 

violation of our harassment policy. 

2. Initiating or forwarding chain letters of any kind. 

3.   Participating in “Chat Groups” not work related. 

4. Making, posting or downloading indecent remarks, proposals, images or materials on the 

Internet in e-mail or by way of other electronic communication.  

5. Uploading, downloading, copying or otherwise transmitting commercial software or any 

copyrighted material without the approval of the System Administrator (Selectmen). 

6. Downloading software from the Internet without prior approval of the System 

Administrator (Selectmen). 

7. Accessing sites containing any form of pornographic materials, literature or images. 

8. Linking of any personal computer or electronic device to the Town of Hudson system. 

9. Instant messaging that is not related to work. 

 

 

 

 

 

 

4. User IDs and Passwords  



 All access to the Town of Hudson’s computers and PC systems is controlled by user ID’s and 

passwords.  

 Passwords are to be regularly changed and must be kept strictly confidential, and not shared 

with others except as authorized. 

 Current user ID and passwords shall be kept with all employee personnel files. 

 

B. DISCIPLINARY ACTIONS. 

 

     1.  First violation will result in a verbal warning with written documentation in the employee's 

file. 

     2.  Second violation will be in writing, signed by offending employee and placed in the employee’s 

file. 

     3.  Third violation may, at the discretion of the town selectmen, result in Termination from their 

position. 

 

Any violation of number 3. Forbidden Use, subsection one (1), four (4), seven (7) and eight (8) 

which could result in criminal charges, the Town of Hudson will require IMMEDIATE DISMISSAL 

of employment and charges will be filed by the Town of Hudson.  

 

This policy will be given to all employees and volunteers and will be made a part of all training 

manuals. 

 

 

 

 

 

 


